
























































In addition, we use open source software in our services and will continue to use open source software in the future. From 
time to time, we may be subject to claims brought against companies that incorporate open source software into their products 
or services, claiming ownership of, or demanding release of, the source code, the open source software and/or derivative works 
that were developed using such software, or otherwise seeking to enforce the terms of the applicable open source license. These 
claims could also result in litigation, and we may be required to purchase a costly license or remove open source software, 
devote additional technology and development resources to changing our products or services, make generally available the 
source code for our proprietary technology, or waive certain of our intellectual property rights, any of which would have a 
negative effect on our business and results of operations.

Even if these matters do not result in litigation or are resolved in our favor or without significant cash settlements, the 
time and resources necessary to resolve them could harm our business, results of operations, financial condition and reputation.

Proprietary rights agreements with employees and others may not adequately prevent disclosure of trade secrets and other 
proprietary information.

In order to protect our technologies and strategic business and operations information, we rely in part on proprietary 
rights agreements and other assignment provisions with our employees, independent contractors, vendors, licensees, and other 
third parties. These agreements may not be enough to fully mitigate the possibility of inadvertent disclosure of confidential 
information, including trade secrets, and may not provide an adequate remedy in the event of unauthorized disclosure of 
confidential information. The loss of trade secret protection could make it easier for third parties to compete with our products 
by copying functionality. Others may independently discover our trade secrets and proprietary information, and in such cases, 
we could not assert any trade secret rights against such parties. Further, if our employees, contractors or other third parties with 
whom we do business use intellectual property owned by others in their work for us, disputes may arise as to the rights in 
related or resulting know-how and inventions. Any changes in, or unfavorable interpretations of, intellectual property or 
employment-related laws, rules or regulations may compromise our ability to enforce our trade secret and intellectual property 
rights. For example, some jurisdictions have introduced bans on non-compete agreements, which increases the risk of our 
employees in those jurisdictions transferring their skills and knowledge to the benefit of our competitors. Costly and time-
consuming litigation could be necessary to enforce and determine the scope of our proprietary rights, and failure to obtain or 
maintain protection of our trade secrets or other proprietary information could harm our business, results of operations, 
reputation and competitive position.

We may not be able to halt the operations of websites that aggregate or misappropriate our data.

From time to time, third parties have misappropriated our data through website scraping, robots or other means, and 
aggregated this data on their websites with data from other companies. In addition, copycat websites have misappropriated data 
on our network and attempted to imitate our brand or the functionality of our websites. When we have become aware of such 
websites, we have employed technological or legal measures in an attempt to halt their operations. We may not be able, 
however, to detect all such websites in a timely manner and, even if we could, technological and legal measures may be 
insufficient to halt their operations. In some cases, particularly in the case of websites operating outside of the United States, 
our available remedies may not be adequate to protect us against the impact of the operation of such websites. In addition, if 
such activity creates confusion among customers or real estate partners, our brands and business could be harmed. This 
misappropriation of data may also harm our relationships with any third party data providers who originally licensed the data to 
us, including potentially breaching our agreements with these third parties depending on the terms of each license agreement. 
Regardless of whether we can successfully enforce our rights against the operators of these websites, any measures that we may 
take could require us to expend significant financial or other resources, which could harm our business, results of operations or 
financial condition.

Risks Related to Regulatory Compliance and Legal Matters

Failure to comply with federal, state and local laws, rules and regulations or to obtain and maintain required licenses or 
authorizations, could materially and adversely affect our business, financial condition and results of operations.

We provide products and services to customers and real estate partners in heavily regulated industries through a number 
of different channels across the United States and to some extent, in Canada and other foreign jurisdictions. As a result, we are 
currently subject to a variety of, and may in the future become subject to additional or newly enacted, international, federal, 
state and local laws and regulations in various jurisdictions, which are subject to change at any time, including laws regarding 
the real estate, rental, mortgage and insurance industries, mobile and internet based businesses and other businesses that rely on 
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advertising, as well as privacy, data security, and consumer protection laws, and employment laws. These laws are complex and 
can be costly to comply with, require significant management time and effort, and subject us to claims, government 
enforcement actions, civil and criminal liability or other remedies, including suspension of business operations. These laws may 
conflict with each other, and if we comply with the laws of one jurisdiction, it may require us to adjust our practices in other 
jurisdictions. Further, in June 2024, the U.S. Supreme Court reversed its longstanding approach under the Chevron doctrine, 
which provided for judicial deference to regulatory agencies. This decision could significantly impact consumer protection, 
advertising, privacy and data security practices and other regulatory regimes with which we are required to comply. Any such 
regulatory developments could result in uncertainty about and changes in the ways such regulations apply to us, and may 
require additional resources to ensure our continued compliance.

Our distributed workforce may subject us to employment laws, including employment taxes, in many states and localities 
in the United States and certain foreign jurisdictions, and may increase the costs and expenses we incur to comply with or seek 
compliance with these laws. In addition, contingent workers engaged by the Company throughout the United States and other 
current and future global locations may subject us to laws and taxes in those jurisdictions and may increase the costs and 
expenses we incur to comply with applicable laws and maintain adequate protection of our rights, including intellectual 
property rights. 

In addition, by providing a medium through which users can post content and communicate with one another, we may 
also be subject to laws governing intellectual property ownership, obscenity, libel, discrimination/hate speech, tenant screening, 
and privacy, among other issues. The real estate agents, mortgage professionals, banks, property managers, rental agents and 
certain of our other customers and advertisers are subject to various state and federal laws and regulations, including, but not 
limited to those relating to real estate, rentals and mortgages, which may impact their use of our mobile applications and 
websites. We cannot ensure that these individuals and entities will comply with applicable laws and regulations, including any 
future changes to those laws and regulations, at all times. We endeavor to ensure that any content displayed by Zillow Group is 
consistent with such laws and regulations by obtaining assurances of compliance from our advertisers and customers for their 
activities through, and the content they provide on, our mobile applications and websites.

In connection with the real estate transaction products and services that we provide, we maintain real estate brokerage, 
title and escrow, mortgage broker, insurance agent/producer and mortgage lender licenses in the markets in which we operate 
those regulated products and services. Certain of our mortgage marketing products are operated by our wholly owned 
subsidiary, Zillow Group Marketplace, Inc., a licensed mortgage broker, and we originate residential mortgages through Zillow 
Home Loans, a licensed mortgage lender. Zillow Group Marketplace, Inc. and Zillow Home Loans are subject to stringent state 
and federal laws and regulations and to the scrutiny of state and federal government agencies as a licensed mortgage broker and 
licensed mortgage lender, respectively. Mortgage products are regulated at the state level by licensing authorities and 
administrative agencies, and also by the CFPB and other federal agencies. These laws generally regulate the manner in which 
lending and lending-related activities are marketed or made available, including advertising and other consumer disclosures, 
payments for services and record keeping requirements; these laws include but are not limited to the Real Estate Settlement 
Procedures Act, the Fair Credit Reporting Act, the Truth in Lending Act, the Equal Credit Opportunity Act, the Fair Housing 
Act, the Dodd-Frank Wall Street Reform and Consumer Protection Act and various other federal, state and local laws. The 
CFPB and FTC also have broad authority to enforce prohibitions on practices that it deems to be unfair, deceptive or abusive.

The growing regulatory focus, in particular by the CFPB, on AI/automated underwriting, digital mortgage comparison 
shopping platforms, dark patterns, property valuation and marketing models, coupled with rapidly changing fair housing and 
fair lending enforcement priorities by the CFPB and other regulators may impact our ability to adapt our business and maintain 
compliance, which may affect our business operations, financial condition or results of operations. State laws may restrict the 
amount and nature of interest and fees that may be charged by a lender or mortgage broker, or otherwise regulate the manner in 
which lenders or mortgage brokers operate or advertise.

We hold real estate brokerage licenses through multiple entities in multiple states and may apply for additional real estate 
brokerage licenses as needed to support our business. To maintain these licenses, we must comply with the requirements 
governing licensed real estate activities and brokerage-related businesses in the markets where we operate. We may be subject 
to additional local, state and federal laws and regulations governing residential real estate transactions, including those 
administered by the Department of Housing and Urban Development (“HUD”), and the states and municipalities in which we 
transact. Further, due to the geographic scope of our operations and the nature of the services we provide, certain of our other 
subsidiaries maintain title and escrow licenses in certain states in which we operate.

A number of our personnel are required to maintain individual real estate agent or broker licenses, title and escrow agent 
licenses, insurance agent/producer, mortgage broker, mortgage loan originator licenses and mortgage lender licenses. In 
addition, for certain company licenses that we hold, we are required to designate individual licensed brokers of record, qualified 
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individuals and control persons. We cannot assure you that we, or our licensed personnel, are and will remain at all times, in 
full compliance with real estate, title and escrow, insurance and mortgage licensing and consumer protection laws and 
regulations and we may be subject to fines or penalties in the event of any non-compliance. If we, or our licensed personnel, 
apply for new licenses, we may become subject to additional licensing requirements, which we may not be in compliance with 
at all times. If in the future a state agency were to determine that we, or our licensed personnel, are required to obtain additional 
licenses in that state in order to operate our business, or if we or our licensed personnel lose or do not renew an existing license 
or are otherwise found to be in violation of a law or regulation, we or our licensed personnel may be subject to fines or legal 
penalties, lawsuits, enforcement actions, void contracts, or our business operations in that state may be suspended or prohibited. 
Compliance with these laws and regulations is complicated and costly and may inhibit our ability to innovate or grow. 

Zillow Home Loans operates its Federal Housing Administration loan program under authority granted by HUD. In the 
event that HUD determines that Zillow Home Loans has failed or refused to comply with all relevant terms and conditions 
necessary to maintain its authority active and in good standing, then such authority could be suspended, revoked or materially 
altered, which would materially and adversely affect the ability of Zillow Home Loans to conduct its business. 

If we are unable to comply with these laws or regulations in a cost-effective manner, we may modify impacted products 
and services, which could require a substantial investment and loss of revenue, or require that we cease providing the impacted 
product or service altogether. If we are found to have violated laws or regulations, we may be subject to significant fines, 
penalties, and other losses.

We are subject to stringent and evolving laws, regulations, rules, contractual obligations, policies and other obligations 
related to data privacy and security in the United States and Canada and may be subject to similar data privacy and security 
obligations in other jurisdictions where we have operations and/or vendors. Our actual or perceived failure to comply with 
such obligations could lead to regulatory investigations or actions; litigation (including class claims) and mass arbitration 
demands; fines and penalties; disruptions of our business operations; reputational harm; loss of revenue or profits; loss of 
customers and other adverse business consequences.

In the ordinary course of business, we collect, receive, store, process, generate, use, transfer, disclose, make accessible, 
protect, secure, dispose of, transmit, and share (collectively, “processing activities”) personal data and other sensitive data, 
which may include proprietary and confidential business data, trade secrets, intellectual property, sensitive third-party data, 
business plans, transactions, social security numbers, financial account information, and credit card information.

Our data processing activities subject us to numerous data privacy and security obligations, such as various laws, 
regulations, guidance, industry standards, external and internal privacy and security policies, contractual requirements, and 
other obligations relating to data privacy and security.

In the United States, federal, state, and local governments have enacted numerous data privacy and security laws, 
including data breach notification laws, personal data privacy laws, consumer protection laws (e.g., Section 5 of the Federal 
Trade Commission Act), and other similar laws (e.g., wiretapping laws). For example, the California Consumer Privacy Act of 
2018, as amended by the California Privacy Rights Act of 2020 (“CPRA”), (collectively, “CCPA”) applies to personal 
information of consumers, business representatives, and employees who are California residents, and requires businesses to 
provide specific disclosures in privacy notices and honor requests of California residents to exercise certain privacy rights, such 
as those noted below. The CCPA provides for civil penalties of up to $7,500 per violation and allows private litigants affected 
by certain data breaches to recover significant statutory damages. In addition, the CPRA expanded the CCPA’s requirements, 
including by adding a new right for individuals to correct their personal information and establishing a new regulatory agency 
to implement and enforce the law.

Other states have also passed comprehensive privacy laws, and similar laws are being considered in several other states, 
as well as at the federal and local levels. These state laws and the CCPA provide individuals with certain rights concerning their 
personal information, including the right to access, correct, or delete certain personal information, and opt-out of certain data 
processing activities, such as targeted advertising, profiling, and automated decision-making. The exercise of these rights may 
impact our business and ability to provide our products and services. We also have operations outside of the United States, 
including in Canada, and Canada’s Personal Information Protection and Electronic Documents Act (“PIPEDA”) imposes strict 
requirements for processing personal data and there are also various provincial and territorial privacy laws that govern the 
protection of personal data. These developments may further complicate compliance efforts and may increase legal risk and 
compliance costs for us and the third parties upon whom we rely.
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 The information security team maintains incident response policies and procedures designed to help protect the integrity, 
availability and confidentiality of information and help prevent loss of service. Additionally, we conduct an annual 
cybersecurity awareness training to educate our employees and empower them to help prevent and respond to cybersecurity 
events and incidents. Cybersecurity events and incidents may be reported or detected through a variety of means, including 
emails to centralized information security addresses, our online information technology ticketing system, automatic alerts and 
incident detection systems, direct discovery by our information security team, or reports from employees or other third parties. 
Additionally, our incident response policies and procedures specify the process for initial investigation and containment 
procedures, remediation tactics, retention of documentation and internal and external communications. Our incident response 
policies and procedures also specify processes for analyzing the severity of an identified incident. In response to cybersecurity 
incidents, we may involve external advisors to assist with remediation efforts and communications and we may seek to mitigate 
associated liabilities through our insurance coverage. Such third parties may include external legal counsel, forensic 
investigators and public relation firms, among others. These vendors serve to support our existing processes and procedures and 
operate as an extension of our enterprise risk management and information security functions.

Our internal audit team conducts security controls testing over systems in scope for various regulatory and compliance 
requirements. In addition, management performs periodic third-party risk assessments, vulnerability testing, system and cloud 
security assessments against our information technology environment. Management also engages third-party external auditors 
to perform independent testing against all systems in scope for our regulatory and customer-driven compliance obligations. 

We engage a variety of third-party service providers to process and store data, including certain customer information, 
some of which may include personally identifiable information. We also depend on third-party service providers to host many 
of the systems and infrastructure used to provide our products and services. A limited number of third-party services support 
essential functions of our business, including the use of cloud-based technology. We rely on these third parties to implement 
their own cybersecurity programs and cannot ensure their effectiveness. To manage cybersecurity risks arising from our use of 
third parties, we have a third-party service provider management program which includes the use of security questionnaires, 
review of statements of work and related information security addenda, procuring results of audits and compliance reviews and 
obtaining overviews of network infrastructure, among others. Depending on the nature of the services provided, the sensitivity 
of the data at issue and the identity of the third-party, our third-party service provider management process may involve 
different levels of assessment designed to help identify cybersecurity risks associated with a provider and impose contractual 
obligations related to cybersecurity on the provider.

Governance

The Audit Committee oversees major enterprise risks and the steps management has taken to monitor and control such 
exposure, including risks to our information technology infrastructure and security. Members of our legal, compliance, 
enterprise risk management and information security management teams provide information and updates on any significant 
issues related to these topics at Audit Committee meetings, which are typically held at least quarterly. The Audit Committee is 
responsible for ensuring independent examination of management’s programs to identify, assess, respond to and monitor risks, 
which include those performed by internal audit and third party consultants, among others.

Audit Committee member education is provided throughout the year through presentations and discussions led by 
members of management, third-party consultants, our independent registered public accounting firm and legal counsel, on 
topics including information security, among others. Members of our Audit Committee have expertise in the technology 
industry as well as corporate risk management strategies.
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